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ABSTRACT

Ransomware extortion is both a technical attack and a
negotiation in which attackers seek payment and
victims try to limit loss, gain time, and test the threat's
credibility. In this talk, the speaker will discuss
publicly leaked ransomware negotiations as
argumentative dialogues and analyse them through
dialogue types, dialogue moves, and argumentation
schemes. He will describe a fully automated, two-
stage, LLM-based adjudicated annotation workflow for
hostile conversational data. The analysis shows that
ransomware negotiation is not mere coercion:
negotiation dialogue and practical reasoning
dominate, while value appeals, causal forecasts,
evidential claims, and procedural manoeuvres also
shape the exchange. Ransomware negotiation
analysis with computational argumentation requires
methods designed for compressed, strategic, and
coercive dialogue.
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